
GETTING 
CONNECTED
How SAIs with limited 
internet access can get the 
most out of  existing 
technologies



INTRO
DUCT 
ION

Many SAIs have limited access to internet, especially 
when staff are working at home or in remote locations 
during field work. 

Nevertheless, SAIs are finding many ways of working 
around such constraints. This infographic aims to share 
some of those practices. It is not a “how to manual”, 
for that SAIs will need to turn to ICT experts. However, 
the idea is that this infographic should help SAIs think 
more widely about their options for improving 
connectivity. 

Also, think strategically. The tips in this infographic may 
be helpful but do not lose sight of the big picture. 
Make sure that decisions fit within your overall long-
term strategic plan for the SAI and how information 
and communications technology will support your core 
business. Make sure all decisions and purchases 
complement these overall plans. 





Where are 
we now?















SAI Remote
working



SAI Local Area 
Network



Has the 
SAI 
identified 
the ICT 
skills it 
needs?





EXPLORE THE 
QUESTIONS WHICH 
INTEREST YOU, 
TO KNOW HOW 
OTHERS ARE 
ADDRESSING 
THESE ISSUES



What can we do as a SAI 
to create an enabling 
environment? 



Check out the 
INTOSAI Capacity 
Building Committee 
Guide –
Managing 
Information 
Communications 
Technology

Do not forget…

.. to identify and budget for the 
training needed by staff, including 
how to use the newly acquired 
equipment and software as well as 
their responsibilities for security of  
equipment and data

Remember 

ICT is not always the 
answer. While 
computerising audit 
processes can encourage 
systematic approaches to 
audit, SAIs need to have in 
place consistent audit 
approaches, as well as 
standardised toolkits and 
forms which auditors are 
expected to use. ICT should 
enhance effective 
processes, not automate 
failed approaches. 

Does the SAI have a 
common system of 
defining folder structures 
so that everyone knows 
how to label documents 
and where to save them?

Training for staff, 
embed within 

induction training for 
new staff, and keep 

training, especially on 
security. 

The SAI’s annual training 
plan should include 

opportunities for staff to 
learn how to operate new 

equipment, and 
progressively enhance 
their skills using core 

software. 

Good contracting 
practices – make sure 
there are sunset clauses 
to check prices are still 
competitive. 

The on-going costs 
which need to be 
built into the SAI 
budget –insurance, 
line rentals, 
replacement 
equipment, 
servicing, data. 

What can we 
do as a SAI to 

create an 
enabling 

environment? 

https://www.intosaicbc.org/wp-content/uploads/2015/04/10675-001-Managing-information-communications_SDP.pdf


Deciding on solutions for data storage 



Deciding on 
computers 



Deciding on software 



Deciding on 
smartphones 
and operator 

Selecting an operator: 

Select an operator which can provide: 
- Best 4 G coverage across the country
- Speed – a minimum acceptable upload and download
- Reliability – how often does it drop out?
- Best price for data and for duration of calls
- Specify what is needed from them in terms of SAI network
- Guaranteed levels of service and refund arrangements should the level of service not be 

provided
- Ease of payment by the SAI, and cost of additional data and users
- Consider installing fibre optic cable in HQ
- Ensure that the internet bandwidth is 15/15 Mbps
- Security
- Ease of contracting

Consider negotiating with the network provider to create a closed network – are the network calls 
likely to be free calls i.e., staff to staff with a small charge for external calls to clients and others.

Choosing phones: 

- Cost – famous brands come with a premium. 
- Good battery performance (speed of charging, battery lifetime, spare batteries, and ability to change may 

be worth considering. 
- With android phones, you need at least 3 GB of primary and 32 GB of secondary storage. 
- Ease of finding and cost of replacing chargers  and leads (notoriously liable to be lost or misplaced).
- Good storage capacity.
- Compactness (fit in a pocket), not always need big screen or latest cameras. 
- Robustness.
- Warrant.
- Good cover/screen protector – flip covers



Deciding on 
audit 

management 
software



Deciding on audit management software



Making video 
conferencing work



How can we ensure 
the authenticity of 
electronic devices? 



How can we 
make better use 
of existing 
internet 
coverage during 
webinars



How can we maintain contact with staff who 
are working at home?



How do we ensure our equipment is safe 
when working from home, or in the field? 



How do we 
collect audit 
evidence in the 
field when 
clients’ records 
are paper based? 





CASE STUDIES



However, this is rarely used as most audited entities have their data in an electronic form.
Where documents were received through the official e-mail of the Republic of Kosovo, in
the absence of digital signatures, the documents are signed and stamped by the
responsible persons in the entities, scanned, and then sent to SAI Kosovo.

During the pandemic lockdown, SAI Kosovo developed and implemented a new Audit
Information System, SITA, based on its audit methodology. Initially, all audit processes
were identified, and this system was developed based on these processes. The key
requirements for the development of this system were to digitize and centralize all
documents and working papers to automatically align all phases of auditing and generate
final documents on the basis of data and tests carried out at different stages of the audit
process. This system ensures that the SAI’s audit methodology is applied more effectively,
productivity is increased, and the quality of audits is assured, particularly when
undertaking complex audits which require high levels of assurance and adherence to the
standards, laws, and regulations. It provides auditors with faster access to information, a
wide range of audit methods and tools, and, compared with traditional working methods,
carries out more effective and efficient audit calculations. SITA is a web-based application
implemented on the SAI’s internal network. Access to the system internally is through the
Active Directory with Single-Sign-On, and access externally via the internet is provided
when a laptop operating from outside is granted access to the internal network. When
implementing SITA, it was necessary to add extra servers and introduce new tools to
strengthen backup. A centralized log management server has also been installed at the
same time, increasing the system and network security.

Internet coverage is good across Kosovo in all public institutions, most individuals have 
affordable internet coverage at home, and telecommunications companies offers 4G 
network at a reasonable monthly cost. With this infrastructure, SAI Kosovo was able to 
hold team meetings and meeting with audited entities through Zoom.

One of the positive impacts of Covid-19 for the SAI has been to encourage much greater
use of IT tools, and to give greater institutional recognition to the critical importance of a
well-staffed and well managed IT department. As a result, and despite the lockdown, the
SAI has achieved its annual plan and published all reports, within the extended deadline
provided by the Assembly of Republic of Kosovo.

For further information please contact: Qendresa Mulaj on qendresa.mulaj@oagks.org

Over the past 10 years, SAI Kosovo has invested heavily in creating a strong IT capability to 

support its audit staff, and this played a major role in facilitating home working during the 

lock downs arising from COVID 19. All staff are equipped with laptops which have core i5-i7 

processor, 4-8GB RAM, 500GB-1TB storage, and Windows 10 operating system. They are 

loaded with Microsoft Office 2016/365 provided through a government wide centralized 

licensing contract.

The laptops are networked through a domain controller administered by the IT Department.

SAI Kosovo has its own servers, including: File Server, Active Directory, Mail Server, Storage

Server, Database Server, and Application Server. It also has the necessary network resources,

including a firewall to ensure a secure connection from the internet to the internal network.

The access to the internal network for all staff is provided through the FortiClient application,

which uses encryption, and a digital certificate installed in all laptops to secure the

connection from the internet to the internal network. Digital certificates are electronic

credentials that bind the identity of the certificate owner to a pair of electronic encryption

keys, that can be used to encrypt and sign information digitally. In SAI Kosovo’s case, they

are using FortiClient – SSL VPN with certificate authentication. It is configured with FortiGate

as CA (Certificate Authority) connected with its domain controller to authenticate users.

As SAI Kosovo has its own mail server, it has been able to send and receive documents from 

audited entities, without problems during the pandemic lockdown. Digital signatures are not 

yet in use in government, so SAI Kosovo has equipped auditors with portable scanners when 

they are in the field so that when necessary they can capture audit evidence which has not 

been stored electronically. 

SAI Kosovo – A small SAI 
with a strong ICT backbone

mailto:qendresa.mulaj@oagks.org


SAI Nepal has many of the IT components needed to be a fully

networked office, but it is still work in progress. Most of its 350

professional staff have laptops but many of these are now old and lack

the technical features needed to work on large databases. While the

preferred platform is Microsoft Office only the 50 to 60 most recently

purchased computers come with Microsoft Office installed. For reasons

of cost and age of computers the SAI has not been able to roll this

software out across the whole office. However, in part there is still a

need to convince staff of the need to use approved and licensed

software. Data are stored by staff on their own individual laptops, i.e., on

their hard drives. Some staff back up this data on external portable hard

drives, and/or flash drives, though others have started to store files in

the cloud using Microsoft One Drive. Data are shared from one

computer to the next using flash drives, emails and/or USBs. The SAI is

not currently networked, and data are not stored in a common location

either in the cloud or on the SAI’s own servers. However, an external

consultant has been funded by the World Bank and plans are being

drawn up to introduce a Nepal Audit Management System and create a

networked office .

The office has 3 IT staff who are involved in developing and supporting

the IT communications. However, these staff are part of a government

pool of staff. They are not employees of the SAI and are generally rotated

every two years to other departments, setting back any attempts at long

term planning and improvements.

Nepal has a functioning national internet network which reaches all 77

district-headquarters. At times, this internet is understrength and slow, but it

is adequate for staff when they are out on field audit and they are able to

maintain contact with the main SAI office in Kathmandu. There is a

government email system with its own domain. However, the SAI finds this

too slow, and has set up a common email group for all staff using google

gmail.

The SAI does not provide staff with mobile phones but instead expects them

to use their own phones when outside the office. The travel and subsistence

budget contains a small allowance for miscellaneous expenses, and this is

expected to cover the cost of work-related calls. Most of the auditees now

have computerised records and SAI staff can access these when on local audit

and download the files they need to complete their audits. In the rare cases

when the audit files are still paper based, staff can photocopy the needed

documents and have the documents signed and date stamped by the auditee

as authentic copies. This is done if the SAI auditors believe that there a risk

that audit evidence might be altered and/or to avoid future disputes.

SAI Nepal uses zoom and google meet for video conferencing and this has

been a major help during the current crisis.

Security of computers is the responsibility of individual staff. However, while

the SAI has security policies in place, compliance with the policies is not

systematically checked.

For further information please contact: oagnep@ntc.net.np or 

hrd_ir@oagnep.gov.np

SAI Nepal – Linking up the 
bits

mailto:oagnep@ntc.net.np
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In all but the most remote parts of Uganda, internet connectivity is fast and effective. In recent

years, the Government has installed a national fibre backbone connecting all major centres,

making it easier for SAI Uganda to conduct audits across the country. But it has not always been

like that.

In the early 2000s. SAI Uganda had only one laptop for every 4-5 staff, mobile phones were only
held by senior managers, regional offices were not connected to the internet, and field work was
predominantly paper based. As part of the process of implementing its dream of accessing a
modern IT enabled audit environment, the SAI recruited a small specialist IT audit team, created a
local area network in its head office, progressively acquired more laptops, installed servers,
purchased a licence for Microsoft Office, used Microsoft Exchange Server to create its own email
domain (@oag.go.ug) for all staff; and used Outlook for external client access.

When buying laptops one prerequisite for those the SAI planned to use in remote locations was
that they had to have powerful batteries capable of lasting for 24 hours for effective working in
areas off the grid or subject to regular outages. To do this they bought spare battery packs.

To work remotely, the SAI purchased 500 smart phones, one for each member of staff. The

mobile phones were chosen on the basis of their durability, the quality of their cameras and

affordability.

In selecting a telecom provider, a core requirement was countrywide coverage, and they had to

be able to demonstrate that to the SAI. An agreement was struck with the provider, and sim cards

provided, to create a closed user group i.e., a group comprising all the 500 new phones with an

agreed annual tariff which meant that any calls between the phones on the group were at no

extra cost. To avoid staff having to carry multiple phones, a small additional allowance was

provided for staff to use the phones for personal purposes. In addition, the SAI purchased a data

bundle from the provider so that each month all phones received a 15 Gigabyte of data. This

volume has been found sufficient to operate the audit management package used by the SAI,

namely Teammate.

The TeamMate version being used had a client server model. However, because the SAI has its

own servers, it has agreed with the telecom provider to be given its own Access Point Number

(APN) rather than go through the cloud to access files. Using its own private network has

provided the SAI with a degree of additional security.

When staff are away from their head office in Kampala or their regional offices, or in situations

where there are no internet connections, they can connect their laptops to the main system by

tethering their phones. Restrictions, however, have been placed on the laptops to mitigate the

risk of un-sanctioned applications being installed. There are still parts of the country where

there is no internet connection. For a while, auditors took portable scanners with them on

remote field trips, but these needed reliable electricity to operate effectively. Instead, staff

now rely of their phones during local audit to take copies of key audit evidence, recording their

audit findings on their laptops. Each phone is preloaded with the app, Cam Scanner, which

converts documents into PDF form, a form which is easier to send via the internet, unlike

photographs which are data heavy. Increasingly, even on auditee premises in remote areas of

the county, staff have computers so the SAI auditors can obtain copies of relevant documents

saving them onto USB HDDS and/or pen drives. These can then by uploaded and shared with

audit supervisors and managers based in Kampala when staff return from field audits to their

regional offices, which are all now connected to the national network.

SAI Uganda has appointed an IT security officer who is responsible for regularly reminding staff

of the importance of safeguarding their computers and data, not putting the computer in the

luggage rack on public transport, for example, or not leaving it on a desk in an auditee’s

premises when he or she visits the bathroom.

During lockdown, and where internet connectivity is good, the SAI has used zoom and other

video conferencing packages to save the costs of travel.

For further information please contact: fabian.tonda@oag.go.ug

SAI Uganda: Incremental 
improvements 

mailto:fabian.tonda@oag.go.ug


SAI Tunisia is a networked office in which all staff have access to laptops which they can
use in the field and at home. While staff are not issued with mobile phones, they have
recently started to use IPADs.

Choosing laptops:

SAI Tunisia use the following criteria when purchasing laptops:

• Intel Core i5, or the more powerful i7 processors

• 8 gigabyte RAM capacity

• 1 Terabyte hard drive

These laptops are all loaded with licensed versions of Microsoft Office.

The laptops currently meet most of the SAI’s requirements, but they are looking to
acquire more sophisticated laptops for analysing larger data sets.

The SAI employ a private firm to manage its IT services including the provision of 9
employees (4 analysts, 4 technicians,1 senior technician), and back up servers. In
choosing the firm the criteria used included the company’s prior network management
experience, company references, evidence of appropriate certification, including safety-
related certification, and the availability of engineers who had the technical skills and a
minimum of 5 years network experience.

SAI Tunisia uses the same national internet provider which provides internet to all parts
of the public administration. It covers the whole country, so even if there is no internet
access in some administrations, auditors have internet access via their mobile phones
(4G)

Keeping in touch with staff when away from the SAI

Staff use Outlook to communicate and exchange documents both within the SAI and when on
auditee premises.

In the SAI office, staff have access to fixed line phones, but staff are not provided with mobile
phones. Some staff use their own personal ones to make calls when they are away from the office
and to photograph documents if necessary.

Recently the SAI has issued tablets to all staff. They were a donation from the World Bank to help
the SAIs in auditing the financing of the legislative, presidential administration and municipal
elections. It can be used to read document, act as a phone (by adding a SIM card), or
communicating via WhatsApp, Skype, and Messenger.

Access to working papers

When staff are on auditee premises, they can access working papers directly, photocopying or
photographing them, as necessary. Usually, they send large documents electronically using Google
Drive. If not, the SAI downloads its documents on to CDs.

During lock down when staff were working at home, they either take the paper documents with
them from the SAI Office or ask the auditees to post them. The SAI does not use scanners.

Video conferencing

SAI Tunisia uses Blackboard for plenary assembly meetings, meetings of the President, the
meetings of individual chamber, regular meetings with audit staff as well as ARABOSAI meetings.

Security

SAI Tunisia uses the Kaspersky antivirus programme and are given back up support by the IT staff as
needed. Security of equipment away from the office is the responsibility of staff but it is a challenge
when equipment is used in people’s homes, the premises of auditees or is being carried in public
places. There are data risks also when working on public networks.

The SAIs relies on auditors’ vigilance and support from IT staff who regularly check and confirm the
security of documents and computers and advice auditors as necessary.

For further information please contact: info@courdescomptes.nat.tn

SAI Tunisia: A networked office 
starting to use iPads

mailto:info@courdescomptes.nat.tn


Be Creative

Unlike in an in-person 
presentation, slides are the 

main focus therefore fill 
them with colour, graphics 

and relevant pictures. 

Keep Slides Moving 

Add more slides than you 
usually would and keep the 
slides moving at a quicker 

pace. 

Make the 
Presentation 
Interactive 

Have focused discussion 
topics interspersed 

throughout presentation to 
keep listeners engaged. 

Use creative approaches to 
engage listeners through 
using raised hand icon for 

yes or no questions. 

However, bear in mind that 
it is difficult to have a full 
discussion in a webinar, 

therefore keep discussions 
specific and focused. 

Engage with practical 
experience of 
participants 

Illustrate points with 
relevant and practical 

examples

Keep an eye on the 
time 

This is especially important 
if there is more than one 

presenter.

Focus on presenting  

IDI will provide support for 
technical issues, and the 

facilitators will manage the 
session and monitor for 

questions. Therefore, the 
presenter can focus solely 

on presenting.  

Lessons from the ACCC webinars

Presentation tips: 



Send out Invite 

• Lead facilitator:

• Agree webinar theme, recruit presenters, and agree date –

checking it does not clash with other important INTOSAO events 

and the availability of the other facilitator and the technical 

support.

• Inform colleagues of the time, date, topic, name of presenter(s) 

and link to Blackboard.

• Also ask for questions they would like answered on the topic as 

well providing them with a short description of what the webinar 

will contain and some background reading.  

• Important to check the time chosen is optimal for the largest 

number of participants across the world – typically around 1 or 2 

pm European time.

• Arrange a trial presentation.

• Plan for how you would manage the webinar if there is a power 

failure or the lead presenter suddenly become unavailable. 

• Support facilitator:

• Advertise the webinar on the IDI website.

Prepare Presentation

• Presenter(s): 

• Give yourself time to prepare and practice your presentation. If more than 

one presenter, ensure you keep each other up to date on progress.  

• Send presentation to lead facilitator a week before the webinar.

• Make sure that you have a reliable internet connection – if you are uncertain 

consider using a location in the country with better connectivity.

• Use headphones when presenting.

Test Run

• Technical support:

• Send out the Blackboard link to the presenter, providing the capacity to move the 

slides

• All: 

• Set up a test on Blackboard with IDI technical support prior to the webinar. 

This will help you familiarize yourself with the software. In this test also 

check your internet connection, your audio is loud, clear and without echo; 

your slides work smoothly and check interactive components. Finally practice 

switching between presenters and muting and unmuting participants. 

Send out Reminder 

• Lead Facilitator: 

• A few days before and on the day, in the morning, send out a reminder of the 

webinar. 

• Inform participants that when they log on, they will be muted and not have 

video access, but they can ask questions by hitting the button to raise their 

hands or by sending a query via the chat box.

Before the 
webinar –
Checklist

Team Roles

Presenter(s): Deliver presentation and answer 

questions

Facilitators: To organize the webinar and assist the 

presenter(s) 

IDI: Technical support

Platform: Blackboard



Right before Webinar

Presenter(s), Lead Facilitator, Support facilitator, Technical support:

Prep your Computer

• Close bandwidth-hogging applications, backups, and other resource-intensive 

processes on your computer. If you’re running Dropbox, pause the syncing during 

your webinar.

Avoid Distractions

• Turn off all notifications from email, social networking tools, backups, etc. 

Anything that dings, flashes, flashes, or beeps on your screen. Also remember to 

put your phone on silent. 

Arrive Early for Webinar 

• Sign onto the webinar around 10-15 minutes early to give yourself time to settle 

in. 

During the webinar 

Presenter(s): 

• Deliver presentation, move slides, and answer questions.  

Lead Facilitator: 

• Welcome participants, introduce presenter(s), remind people that the webinar 

will be recorded, and put on screen the caveat regarding sharing of information.

• Remind participants that the workshop recording, summary, and slides will be 

sent to them all after the webinar and placed on the CBC website.

• Start recording.

• Facilitate Q/A sessions.

• Wind up session and thank participants.

• Turn off recording.

Support facilitator:

• Monitor chat box for questions and technical issues, send the key questions to the presenter 

and lead facilitator by email, and prompt to make sure these questions are addressed.

Technical support:

• Mute and unmute as needed.

• Block the pop-up notifications when participants enter and leave.

• Advice on other technical issues as needed. 

Post Webinar

Support facilitator:

• Check all questions in chat box were addressed, if not then send them to the presenter and 

ask for a short note in response to those questions which can be shared with participants – if 

easier do this by phone/social media.

Presenter(s): 

• Answer any unanswered questions

Technical support:

• Send recording of webinar to lead facilitator

Lead Facilitator: 

• Produce a summary of the session and clear with presenter, 

• Send the summary with other materials and recording to the Support Facilitator to lodge on 

CBC website

• Send email thanking participants along with summary, recording and slides, invite them to 

send any evaluative comments, suggest future webinars and or other possible invitees.



Sources of advice and resources INTOSAI

INTOSAI Capacity Building Committee | Managing 
information communications (intosaicbc.org)

Healthy Interactions - Recipes for Online Facilitation 
Flipbook (idi.no)

AFROSAI-E Working Group on Information System 
Audit and Management (WGISAM) 

ITSA & ITASA - EUROSAI IT Working Group (eurosai-it.org)

Other sources

ISACA (the IT auditors institute) Local Chapters. There 
are chapters in most capitals of the world, large 
regional centres and private sector firms in country. 

For specialist technical support and advice see 
ISACA COBIT

Embassies – for guidance on funding support

International development partners – World Bank 
and others – for funding assistance

Other SAIs – for technical advice and support

https://www.intosaicbc.org/download/managing-information-communications/
https://www.idi.no/news/relevant-sais/digital-education-initiative/healthy-interactions-recipes-for-online-facilitation-flipbook
https://eurosai-it.org/about/activities/itsa
https://www.isaca.org/resources/cobit

